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Dear Colleague, 

As you may deal with personal data during the course of your work with GREENSHARK MEDIA & TRAINING, you are hereby obliged to observe data protection guidelines, and to use all reasonable endeavours to prevent the disclosure of any confidential data.

You must keep with complete secrecy all confidential data entrusted to you and prevent its disclosure.

You must not:
(a) personally process personal data without authorisation; or
(b) use, divulge, or reveal such data to other persons without authorisation.

The EU General Data Protection Regulation (GDPR) and the UK Data Protection Act 2018 (DPA 2018) define processing as any operation which is performed on personal data or on sets of personal data whether or not by automated means such as collection, recording, organisation, structuring, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available or alignment or combination, restriction, erasure or destruction.

For the purposes of the GDPR and UK DPA 2018, “personal data” means any information relating to an identified or identifiable individual. An identifiable individual is one who can be directly or indirectly identified in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that individual.

This agreement shall continue to apply after the termination or withdrawal of any contracted work with GREENSHARK MEDIA & TRAINING (whether terminated lawfully or not) with no time limit.

Under the GDPR and DPA 2018, breaches of data protection regulations are a punishable criminal offence pursuant to Sections 170-173 (DPA 2018). Failing to observe data protection regulations can also constitute a breach of your responsibilities under employment law that could amount to breach of contract.

If GREENSHARK MEDIA & TRAINING is fined for breaching data protection regulations you too, could be liable to pay compensation.

This agreement will be construed in accordance with and governed by the laws of England.


Please submit a signed copy of this letter to our business address:
39A Gladstone Road, Bournemouth or submit a scanned and signed copy of this document to info@greensharkmedia.co.uk 

Yours sincerely

Andrea England for and on behalf of GREENSHARK MEDIA & TRAINING
Dated: 11/27/2024

I have been informed of my obligation to keep with complete secrecy all confidential data entrusted to me, and the conduct required to comply. I have received this agreement dated 15th April 2022 setting out the law and regulations of the GDPR Act 2018 and the need to be compliant and diligent both whilst contracted by GREENSHARK MEDIA & TRAINING and any time thereafter. I agree to accept all of its terms in relation to the use of confidential data.

Name:

Signed:								Date: 11/27/2024



























Data confidentiality – definitions and legislation

GDPR Definitions
For the purposes of this regulation, the following terms are defined as follows:
(1) ‘personal data’ means any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person;
(2) ‘processing’ means any operation or set of operations which is performed on personal data or on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction.

1.  Terms relating to the processing of personal data
(1) ‘Personal data’ means any information relating to an identified or identifiable living individual 
(2) ‘Identifiable living individual’ means a living individual who can be identified, directly or indirectly, in particular by reference to
(a) an identifier such as a name, an identification number, location data or online identifier, or
(b) one or more factors specific to the physical, physiological, genetic, mental, economic, cultural, or social identity of the individual.
(3) ‘Processing’, in relation to information, means an operation or set of operations which is performed on information, or on sets of information, such as
(a) collection, recording, organization, structuring or storage.
(b) adaptation or alteration,
(c ) retrieval, consultation or use,
(d) disclosure by transmission, dissemination or otherwise making available,
(e ) alignment or combination, or
(f) restriction, erasure or destruction.

2.  Unlawful obtaining etc. of personal data
(1) It is an offence for a person knowingly or recklessly—
(a) to obtain or disclose personal data without the consent of the controller,
(b) to procure the disclosure of personal data to another person without the consent of the controller, or
(c) after obtaining personal data, to retain it without the consent of the person who was the controller in relation to the personal data when it was obtained
(2) It is an offence for a person to sell personal data if the person obtained the data in circumstances in which an offence under subsection (1) was committed.
(2) It is an offence for a person to offer to sell personal data if the person—
(a) has obtained the data in circumstances in which an offence under subsection (1) was committed, or
(b) subsequently obtains the data in such circumstances

3.  Re-identification of de-identified personal data
(1) It is an offence for a person knowingly or recklessly to re-identify information that is de-identified personal data without the consent of the controller responsible for de-identifying the personal data.
(2) For the purposes of this section 
(a) personal data is ‘de-identified’ if it has been processed in such a manner that it can no longer be attributed, without more, to a specific data subject.
(b) a person ‘re-identifies’ information if the person takes steps which result in the information no longer being de-identified within the meaning of paragraph (a).
(3) It is an offence for a person knowingly or recklessly to process personal data that is information that has been re-identified where the person does so—(a)without the consent of the controller responsible for de-identifying the personal data, and(b)in circumstances in which the re-identification was an offence under subsection (1).

4.  Alteration etc. of personal data to prevent disclosure to data subject
(1) Subsection (3) applies where—
(a) a request has been made in exercise of a data subject access right, and (b)the person making the request would have been entitled to receive information in response to that request.
(2) In this section, ‘data subject access right’ means a right under—
(a) Article 15 of the GDPR (right of access by the data subject).
(b) Article 20 of the GDPR (right to data portability).
(c) section 45 of this Act (law enforcement processing: right of access by the data subject);
(d) section 94 of this Act (intelligence services processing: right of access by the data subject).
(3) It is an offence for a person to alter, deface, block, erase, destroy or conceal information with the intention of preventing disclosure of all or part of the information that the person making the request would have been entitled to receive.
(4) Those persons are—(a) the controller, and (b) a person who is employed or sub-contracted by the controller, an officer of the controller or subject to the direction of the controller.
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